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Transition to compliance with
TIMS v3



Introduction

e TIMS v3 will be rolled out by the end of mid-May2025

All accredited EFD solutions have to be re-accredited
Communication with your clients
Temporary backward compatibility with v2-accredited EFD solutions

New version of accreditation environment — Sandbox — by mid-April 2024

* Technical Guidelines for Accreditation
 Complete technical specification documentation

Deadlines for registration and completing accreditation




Deadlines

* Deadline to register on Sandbox — end of June 2025

If you fail to register, you will be removed from the list of accredited vendors and need
to inform your clients that you will not support their compliance with VMS v3

* Same registration process
* FRCS to publish Technical Guidelines for Accreditation

e Deadline to complete the re-accreditation — end of October 2025
* Applies only to already accredited solutions

e Same accreditation process
* If you fail to complete, you will be removed from the list of accredited vendors




UPDATES FOR BOTH INVOICING SYSTEM (POS)
AND E-SDC



New Functional Requirements

New invoice types - Advance Sale and Advance Refund

TIMS will provide detailed instructions in the Technical Guidelines for Accreditation



TaxCore.API Configuration Services

Two endpoints added:

* api/v3/tax-rates - returns information about defined tax rates for the
environment

* api/v3/encryption-certificate - returns the public key of the TaxCore.API which
can be used for encryption



POS to SDC Protocol

 api/Status/GetTaxAuthorityParams replaced with api/v3/environment-
parameters

* returns information about environment configuration
* can be used with both E-SDC and V-SDC

* api/Sign/Signinvoice replaced with api/v3/invoices
* New optional invoice field in the request - Reference Time (referentDocumentDT)
* Multiple payment types on one invoice
e Additional HTTP headers
* Updated response model from SDC



POS to SDC Protocol

* api/Status/GetStatus replaced with api/v3/status

api/Status/VerifyPin replaced with api/v3/pin

api/Status/Attention replaced with api/v3/attention

api/Sign/GetSignedinvoice replaced with api/v3/invoices/{requestid}

Updated model for Error message format
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UPDATES SPECIFIC TO INVOICING SYSTEM (POS)



New Functional Requirements

* Transaction report (Daily report)

* |Invoice cancelation

TIMS will provide detailed instructions in the Technical Guidelines for Accreditation




POS to V-SDC Client Authentication

Updated authentication to V-SDC service

* secure element PAC is submitted in the HTTP request header
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UPDATES SPECIFIC TO E-SDC



New Testing App - SESignlnvoice

* Used for testing sending APDU commands to smart card secure elements

* Available via the Developer Portal

Welcome to Resources Page

Here you can find all available resources to help you with accreditation

s&® VSDC Request submiter

= $2 SESigninvoice — G

Documentation




E-SDC to TaxCore.API Protocol

api/SDC/RequestAuthenticationToken replaced with api/v3/sdc/token
api/SDC/GetlInitializationCommands replaced with api/v3/sdc/commands
api/SDC/NotifyOnlineStatus replaced with api/v3/sdc/status

= Request must contain the string “true”

api/SDC/NotifyCommandProcessed replaced with api/v3/sdc/commands/{commandId}

= Request must contain the string “true”



E-SDC to TaxCore.API Protocol

* api/SDC/SubmitAuditData replaced with api/v3/sdc/audit

= Values for sdcDateTime and all other fields must match the values submitted to the Secure Element for
digital signing and the values in the verification URL

= Extended the list of invoice statuses returned as part of the response from TaxCore.API

= |f status 4 (Invoice is verified) is received from TaxCore.API, that audit package should immediately be
deleted from the E-SDC's local storage. Otherwise, the audit package must not be deleted.

= The E-SDC should try to resubmit an audit package to TaxCore.API. only if it receives status 1 (/nvoice
cannot be stored) from the TaxCore.API. Otherwise, the audit package should not be resubmitted.

* api/SDC/StartProofOfAudit replaced with api/v3/sdc/audit

= Updated model for request — added “sum” and “limit”




E-SDC to Secure Element Protocol

= A cyclic redundancy check (CRC) can optionally be used to eliminate accidental
communication errors

= Updated General commands

e Added new commands: Forward Secure Element Directive, Get Last Signed Invoice and Get PIN tries
left from SE Applet

= Updated Fiscalization commands
e PIN is sent in ASCII hex format for the PIN Verify command

= Updated Audit commands
= Updated Secure Element Specific APDU Error Codes

 Added new error codes



File-based Communication (offline)

Updated instructions for storing files on the removable memory unit

E-SDC stores audit packages on a removable unit

VMS v2 VMS v3

G:\DB2X45YU\Audit (folder) G:\DB2X45YU (folder)
DB2X45YU-DB2X45YU-123 (file) DB2X45YU-DB2X45YU-123 (file)
DB2X45YU-DB2X45YU-124 (file) DB2X45YU-DB2X45YU-124 (file)

DB2X45YU.arp (file) DB2X45YU.arp (file)




File-based Communication (offline)

E-SDC receives commands from a removable unit

VMS v2 VMS v3

G:\DB2X45YU (folder) G:\DB2X45YU.commands (file)
DB2X45YU.commands (file)

E-SDC stores command execution result on a removable unit

VMS v2 VMS v3

G:\DB2X45YU (folder) G:\DB2X45YU.results (file)
DB2X45YU.results (file)

-~



Data structures

e Audit
= Updated Format of Audit Package — added field invoiceNumber (SDC invoice number)

= Added documentation pages for Format of Audit Data and Format of Audit Proof Request

e Commands (TaxCore.API to E-SDC)

= Set tax rates — updated content (added historical tax rate groups) and format

= Added documentation for Set TaxCore Configuration command and Forward Secure Element
Directive command
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Standard operation

* Updated instructions for Create Verification Url
 Updated min QR code size in Create QR code

* Updated Create a textual representation of an invoice

= added - invoice journal must be in the audit package

 Added documentation pages for:
= Extracting Taxpayer ldentification Number (TIN) from Digital Certificate

Extracting secure element UID from Digital Certificate

Extracting taxpayer information from a digital certificate

E-SDC execution of commands from VMS

Syncing Date and Time on E-SDC
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Technical specifications documentation

Will be published online, publicly available and constantly updated

TaxCore | Help Viewer
EFD Vendors " croen e s ~ ] T rcontnt~ ] svre ] o -] ¢

This documentation puts forward detailed technical instructions for all EFD vendors. Make sure you read them carefully if you plan to develop an invoicing system
(POS) or an E-SDC solution.

B Readme

[ Technical Documentation v

. . Only solutions that are fully compliant with these instructions will be officially accredited by the accreditation authority.
[ Threat and Vulnerability Analysis <

Components of Electronic Fiscal Device

Electronic Fiscal Device (EFD) is composed of an Invoicing System (POS), an SDC and a Secure Element, all connected into one system. EFD produces fiscal

B Incident Management and Business ...

B Integrations < receipts and reports Audit Data to a tax authority.
— There are different options for a taxpayer's EFD setup. Every taxpayer can decide which EFD setup best suits his/her business needs.

[ Changelog ” Each EFD consists of three logically separated components.

[ Getting Started With Accreditation POS, SDC and Secure Element must communicate using protocols published as part of this documentation. Protocols are public and subject to change. Please
familiarize yourself with Versioning and End of Life policies.

B General Information <
POS (or Invoicing System)

[ For ESDC developers <

B For POS Developers < N 3F e
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QUESTIONS?

THANK YOU!
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